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Use QNAP NAS to back up multiple
Time Machine simultaneously
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A tip for Mac users
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QNAP NAS :
How to become

the best choice
of Time Machine

)

Mac user's favorite backup software-Time Machine
Comparsion of storage devices for Time Machine
Makes Time Machine backup more complete

Helps you to copy Time Machine up to cloud

Live Demo: Mac Time Machine & QNAP NAS

Easy to change Mac device

HBS 3 achieve Backup 3-2-1 with lower cost



- Mac user's backup habits

« Common situations...
« Copy the important data only.
* Never doit.

 Why?
* Forgot it.
« Must plug In the external storage.
 Manual backup wastes time.
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Mac user's favorite backup software "Time Machine”

Time Machine provides

- Comprehensive backup system and file levels at the same time
 Multi-version backup

- Easy and intuitive file restore or system restore

- Backup encryption

Time Machine




Comparsion of storage devices for Time Machine

Fiyolm |

Mac Local | External Storage | Time Capsule ONAP NAS
gtorage Fixed Fixed Fixed Expand on demand 0
apacity
Higher
Storage NA Lower NA °gAID
Protection *RAID * Snapshot
* Hybrid Backup Sync
USB : Slower
Data access _ . 10GbE : Faster 0
speed faster 0 Thunderbolt.OleE. Slower Thunderbolt 3 : Faster

Faster

supports NA NA ves (1) Yes e
multiple users
Backup space NA NA NA Ves 0
management




| Simple Management

QNAP NAS \ Data Protection

makes Time _ o
| High-speed transmission interface

Machine backup
more Comp|ete | Scalable Storage Capacity

| Cloud Backup




~ QONAP Thunderbolt NAS add value to Time Machine

TVS-X72XT
A. 10GBASE-T and Thunderbolt™ 3 high-bandwidth connectivity for
tackling heavy workloads and smoothly transferring
""""" B. M.2 SSD cache to speed up data access
C. Both storage and NAS applications are elastically expandable

TVS-672XT

7

High-speed Thunderbolt™ 3 with SMB
protocol, allowing Mac® and Windows®
users to collaborate on media editing.

Install M.2 PCle (Gen 3 x2, 2 GB/s) NVMe
SSDs (sold separately) to set up caching
or storage pools, improving file access
efficiency.

5-speed 10GBASE-T RJ45 connectivity PCle expandability allows for graphics
accelerates virtualization applications cards or 40GbE/ 25GbE/ 10GbE adapters
and file sharing across teams and devices. to increase application performance.

4K media playback and real-time Snapshots fully record system status and
transcoding; directly view creative works data, allowing you to protect files and
on an HDTV via HDMI 2.0 (4K @60Hz) data from accidental deletion and
output. malware attacks.



Make complete Time Machine backup

High-speed Data Protection

transmission
interface

4. Snapshot 5. RAID 6. HBS 3

1. Thunderbot 3 = e

7.VIBOD Cloud

3. M.2 SSD 8.UBS 3.0 9.VJBOD
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~ Easy to copy Time Machine to Cloud

NAS: Creating a LUN to connect to the object storage cloud
Mac: Mounting NAS's LUN as a Time Machine backup destination via iSCSI

After the backup file is transferred to NAS's LUN, it is also copied to the cloud automatically
via the VJBOD Cloud Gateway.




- How to connect Mac to QNAP NAS

Connect with WiFiI » Thunderbolt ~- 1GbE/10GbE

Y e

Wi-Fi AP

Thunderbolt




Live
Demo
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* Mac Time Machine & QNAP NAS




QNAP

Enterprise's
problems of Mac
backup

 Too many people

- Space management is difficult

- Storage space is not enough

- Backup cannot be completed in time
- Affect the bandwidth usage of work




~ Mac backup solution for enterprises

« Backup space quota allocation for « Suitable for different network segments
multple users S - How to backup via SMB across network segments?
« High-speed transmission interface and , —
$ sudo tmutil setdestination
technolo gy u smb:/{USER_NAME}.{PASSWORD}@{NAS_IPADDRESS}/{SHARED_FOLDER_NAME} ]

« Centralized storage management, easy to
back up again

40 Gb bandwidth

Domain Users

> 100 Mac PCs



Easy to change Mac device




3-2-1 Backup Strategy

 What is the safe backup solution?
- How many copies?
- Where to store?

» Best strategy for complete backup

- Recommend backup approach by the U.S. government
- F3-2-1 Backup Strategy a

On 2 With 1
formats offsite




-~ HBS 3.0 achieve Backup 3-2-1 with lower cost

Save time and space

« QuDedup: Source-side data deduplication

« TCP BBR

« Support 23 cloud providers (continue increasing...)
« Up to 30 schedule settings




QuDedup: Data reduction, lower cost

Future highlights - -'Size -s'ion

 Block level analysis and comparison 15.48 GB 7.59 GB 2.04:1

+ Source-side data deduplication framework Note: The compression ration of one VM image file

« 3 Advantages: Bandwidth reduction, space saving, support multiple cloud providers
Bandwidth =l :

- @-D Reduction CZD Space Saving

o T
—Lh Support multiple

cloud providers




One Backup , Restore Everywhere




What is BBR
~ (Bottleneck Bandwidth and Round-Trip Time)

BBR is a congestion control technology suitable for modern network environment

* BBR is Google's new congestion control algorithm designed for TCP
« Supported by Linux kernel 4.9 and above

 Fully improve bandwidth utilization in a network environment where the packet
loss rate Is too high

TCP before BBR ICE BER

Today's Internet is not moving data as well as it should. BBR models the network to send as fast as the available

TCP sends data at lower bandwidth because the bandwidth and is 2700x faster than previous TCPs on a 10Gb,
1980s-era algorithm assumes that packet loss means 100ms link with 1% loss. BBR powers google.com, youtube.com,
network congestion. and apps using Google Cloud Platform services.

A _ A

Packet loss

BBBBB WIDTH & M
: > : >
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- Network Speed Measurement of TCP BBR

Connect to the cloud service

Source: QNAP NAS in Taiwan

through the Heterogeneous network. Enable TCP Destination: AWS S3 EU(London) Zone

BBR to improve the transmission efficiency!

System Resource %

CPU Memory Network Graphics Card

Metwork Usage

13.2 MB/s &ﬂt 1.8 MBfs .
i e e e e e e e e ;f(;gig 102.5 KB/s D|Sab|e TCP BBR
10min - . .
Received i Sent
121.5«e/s : 1.9 me/s
System Resource %
CPU Memory Metwork Grapcs Card
Network Usage es
13.2 MB/s S e
e Seni: 10.9 MB/s
S et Received: 332.3 KB/s
| Enable TCP BBR
10min @ Received ©iSent 0
Received i Sent
238.4 ks/s : 11.0 meys

Notice: TCP BBR is suitable for WAN, it will not have effect in network env. without packet loss(e.g. LAN).



QNAP & Time Machine's Complete Data Protection
Plan complies with the 3-2-1 Principle

Local

Mac Time Machine

Mac Time Machine

External Device /TR 004

-Rsync Server
- CIFS / SMB Server
- FTP Server

- File Storage
- Object Storage




HBS 3 support Time Machine backup settings

HBS 3 c
‘ > 2 N - -
ice Time Machine
v Y Settings Backups
Apple
t. Account Settings
Time Machine
7 Use shared Time Machine account H H
S Makes Time Machine accessible with a shared QTS user account. S u p p ) rt th e d ed IC at ed TI me
PR Display name: TMBackup M ac h InNe accoun t
m Rsync Server o ~\3 Username:  TimeMachine
p B
%\%\_.) Password: | sssesees
KT8 RTRR Server
Volume: DataVol1 (310 / 352 GB) v
External Devices
Capacity: (® Unlimited () Maximum GB
b USB One Touch Copy Access with local QTS accounts

Use separate QTS accounts when creating Time Machine backups. For more instructions, go here.

Support multiple accounts of QTS

Apply




How to prepare the NAS

Set up Backup Space Set up the
account Management Shared Folder

Edit Properties

Lock File (Oplocks)

SME Encryption @)

B O 8

Enable Windows Previous Versions o

s}

Enable Network Recycle Bin

Restrict the access of Recycle Bin to administrators only for now.
Enable write-only access on FTP connection o

Only allows applications to access files using the long file name format. 0

O O 0O a

Encrypt this folder

] Enable access-based share enumeration (ABSE) )

] Enable access-based enumeration (ABE) )

[ Enable access-based share enumeration (ABSE) 0

[ Enable access-based enumeration (ABE) ) Set this folder as the Time Machine backup folder (mac0S)

Set this folder as the Time Machine backup folder (macOS)

Migrate to Snapshot Shared Folder




How to set up on Mac

Select Disk for
Time Machine
backup

Set up file
exclusion rules

Time Machine

m richard_macbackup

Hith Aerort Time Capsule

U A lig o | 489 AirPort Time Capsule

m richard_macbackup
‘ = M172.17.30.814

Hfth AirPort Time Capsule

\'/ BREMERAKT A AirPort Time Capsule

EM 5 R @R Time Machine




View the Time Machine backup

E oJ File Station ®

(a® FileStation 5

= - TN

im TVS-1282T

4 =4 DataVoll

+ 0 Download Name + Modified Date Type Size Permission Owner

» [0 home richardli¥] MacBook Air.sparsebundle 2018/10/15 09:58:15 Folder 770 (rwxrwx—) richard_tm

» O homes @Recycle 2018/10/12 21:44:52 Folder TTT (rwxrwxrwi) admin
» [0 Macbookbackup

v O Multimedia

| Name + Modified Date Type Size Permission Owner Gr¢
O richardli#y MacBook Air.sparsebundle 2018/10/15 09:58:15 Folder 770 (rwxrwx—) richard_tm ev(
O £9 @Recycle 2018/10/12 21:44:52 Folder 777 (rwxrwxrwx) admin ad

+ [0 AlibabaHBR

+ [0 BackupSpace

+ [0 ObjectStorage2

» [0 ObjectStorageServer

4 [0 richard_macbackup

+ €3 @Recycle
» [ richardlif MacBook Air.
+ [0 SycSpace
» [0 VM_Station2
» = USBDiskl

Display item: 1-2, Total: 2 Show 250 w | Item(s)




Customer's situation

Back up the Time Machine backup file to the external
device TR-004 via HBS 3

Mac Time Machine

Create backup job :

Select Time Select TR-004 as - Set up Schedule

Destination - Enable QuDedup

Machine Backup
as source




Timeline brings your file back to

life
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QNAP
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QNAP NAS
IS the best
choice for
Mac users

Copyright © 2019 QNAP Systems, Inc. All rights reserved. QNAP® and other names of QNAP
Products are proprietary marks or registered trademarks of QNAP Systems, Inc. Other products
and company names mentioned herein are trademarks of their respective holders.



