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Boxafe 1.5

Comprehensive SaaS backup &
recovery solution with Microsoft
365 Teams supported (beta)




Boxafe
secure and on-premise SaaS backup solution

« Thereasonswhy you need Boxafe
« Boxafe comprehansively protectdatain SaaS — Add support Microsoft Teams

» IT friendly and easy management

 Demo



' Reasons Why
You Need Boxafe
. Safeguard Business Data



""""

Reasons why you need to backup SaaS content

Accidental Malicious Ransomware
Deletion Deletion / Hacker Attack

&

Legal Compliance & Keep previous SaaS providers asks
Litigation Purpose data you to protect data




Microsoft’s Shared Responsibility Model

Microsoft tells you that it’s your responsibility to protect your data.

On-
Responsibility SaaS PaaS laaS prem

" Information and data
RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER

Devices (Mobile and PCs)

Accounts and identities

Identity and directory infrastructure
e RESPONSIBILITY VARIES BY SERVICE TYPE
Network controls
Operating system
Physical hosts

RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Physical netwaork

Physical datacenter

¥
J https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility



Microsoft’s Standard Recovery Policy

Your data is not always protected by Microsoft!

30 days 14
+ (1 month) —> ¢ days »
Mail Delete » Keepinrecyclebin  Recoverable @ Permanently deleted
Contacts Delete » Keepinrecyclebin Recoverable " Permanently deleted
93 days 14
¢ (3 months) >4 days d
OneDrive . Delete Keepin 1stand 2nd recycle bin Recoverable ' Permanently deleted

SharePoint Q Delete Keepin 1stand 2nd recycle bin Recoverable = Permanently deleted




) Boxafe safeguards your Business data!

Boxafe protects

o e D o

Outlook (mail, calendar, contacts) OneDrive SharePoint Teams

with

< @

Friendly Ul Security Reliability Data Centralization




Boxafe i1s reliable

More than 20K organizations protect data by Boxafe

See what the users said:

We were looking for aflexible backup

solution for Microsoft 365 and Google

Workspace for our customers. Boxafe Great to have Boxafe to protect our
is working fine. Microsoft 365 environment.

It works great on the whole.

Backups haverun now for all accounts
and everything seems to work fine.




Boxafe comprehensively
protect data in SaaS

. Add support Microsoft Teams Backup



Backup Items

1. Personal mailbox and shared mailboxes
2. Email content and attachment
3. Email folder structure

Q Search Criteria

Subject, From, To, Cc, Bcc, and location
of email

(O Restore Options

1. Granularly restore
2. Cross-account restore

(:a Domains

o)
<L(5) Settings

@ Tasks

« ] gnap.com

Email Contacts

All Mail

» Inbox

Drafts

Sent Items

Deleted Items

Junk Email

Archive

Conversation History
Boxafe_Restore_20210830_1513

Boxafe_Restore_20211108_1148

c; Domain Settings D)
i

Calendar OneDrive SharePoint
v Last backup: 2021/12/03 10:00:29
From Subject

Microsoft 365 Message ce..

Microsoft 365 Message ce.

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft Teams

Microsoft

Microsoft 365 Message ce...

Microsoft

Page 1 /30 L

Major update from Message center

Weekly digest: Microsoft service updates

Your credit card was declined

View your Microsoft 365 Business Standard invoice

View your Office 365 E3 invoice

View your SharePoint (Plan 1) invoice

You have been added to a team in Microsoft Teams

Your credit card was declined

Weekly digest: Microsoft service updates

Your credit card was declined

demo@qnap.com

Microsoft Teams (Beta)

(Q_search Email

Date

2021/11/30 13:49:28

2021/11/29 11:59:05

2021/11/28 08:04:50

2021/11/27 19:51:53

2021/11/27 19:51:50

2021/11/27 17:18:23

2021/11/26 17:54:54

2021/11/25 08:05:09

2021/11/2212:33:12

2021/11/20 08:07:00

Sizi

29.

72.

155

155

39.

72.

62..

72.

Display items: 1-10, Total: 296




% Backup Items

All calendars and data including event
information and attachments

Q Search Criteria

Calendars, Organizer, Title, and Location

(O Restore Options

1. Granularly restore
® 2. Cross-account restore

@ BOXAFE

(&) Dashboard
\9)

(Ia Domains Email
o)

<L(5) Settings

@ Tasks All

‘_E_I Logs

Calendar

United States holidays

Birthdays

< [ gnap.com (

c; Domain Settings D)
i

SharePoint

Start Time 1L

Contacts Calendar OneDrive

Version: | 2021/12/03 162821 ) (20211201 ~ 20220191 - )
Title 1L Location 1L

Project A review

Project C kickoff

PM meeting

Marketing meeting

Project A review

2021/12/07 11:00:00

2021/12/09 14:00:00

2021/12/10 11:00:00

2021/12/14 14:00:00

2021/12/16 13:00:00

demo@qnap.com

Microsoft Teams (Beta)

End Time 1L

2021/12/07 11:30:00

2021/12/09 15:00:00

2021/12/10 12:00:00

2021/12/14 15:00:00

2021/12/16 14:00:00

B sew

Organizer 1L
QNAP-MPM
demo@qnap.cor

QNAP-MPM
demo@qnap.cor

QNAP-MPM
demo@gnap.cor

QNAP-MPM
demo@gnap.cor

QNAP-MPM
demo@qnap.cor

Display items: 1-5, Total: 5




% Backup Items

1. All contacts data
2. Contact group

Q Search Criteria

Name, Email, Nickname, Occupation, and
Phone number

(O Restore Options

1. Granularly restore
® 2. Cross-account restore

oooooo

< 1] gnap.com

All

Domain Settings )

Email B Contacts Calendar

Boxafe_Restore_20210830_17

Contacts

eeeeee 2021/11/30 13:56:45

Name 1
josh1
josh3
josh10
josh15
josh18
josh test
josh19
josh20
josh21

josh22

Page 1 |/66 L

OneDrive

Email

josh1@test.com

josh3@test.com

josh10@test.com

josh15@test.com

josh18@test.com

josh@test.com

josh19@test.com

josh20@test.com

josh21@test.com

josh22@test.com

demo@gnap.com

SharePoint Microsoft Teams (Beta)
[ ©. ‘sesren contns
Phone Number Address

Display items: 1-10, Total: 651 )




Comprehensive protecti

% Backup Items

1. All files including OneNote
2. Folder structure
3. File metadata and permissions

I

Q Search Criteria

File types, Owner, Date modified, Name

(O Restore Options

> 1. Granularly restore
> 2. Cross account restore

Microsoft 365 - OneDrive

@ BOXAFE

(o) Dashboard « ] gnap.com (@ bomainSettings )

[’E’ Domains
o)
<L(5) Settings

@ Tasks * My Drive

[E) Loss MyNote 1209

Test

Notebooks

Email

~ Boxafe_Demo

Contacts Calendar B OneDrive

Version: [ 2021/12/03 16:30:23 )
My Drive Boxafe_Demo
Name 1L
20210308_Boxafe-1.3_EN.pdf
20210308_Boxafe-1.3_JP.pdf
MyNote 1209

E Screen Shot 2021-12-03 at 3.32.54 PM.png

Page | 1 |/1

demo@qnap.com

SharePoint Microsoft Teams (Beta)

(@ sermomoe

Owner 1L Last Modified 1L
QNAP-MPM 2021/12/03 16:29:
QNAP-MPM 2021/12/03 16:29:
QNAP-MPM 2021/12/03 16:29:
QNAP-MPM 2021/12/03 16:29:

Display items: 1-4, Total: 4




Backup Items

. Document libraries
Page libraries
Lists

. Site assets

. OneNote

arwWN R

Q Search Criteria

File types, Date modified, Name

(O Restore Options

1. Granularly restore
2. Cross site restore

List Template Gallery

Master Page Gallery

»  Site Assets

Site Pages

Solutien Gallery

»  Style Library

Theme Gallery

Web Part Gallery

< 1] gnap.com 5 Domain Settings )
. \_ y,
Email Contacts Calendar OneDrive
Version: [ 2021/12/03 16:07:38 ) v
All
» appfiles
Name 1
Converted Forms
Documents :=| appdata
Form Templates .
appfiles

|:=| Composed Looks

Converted Forms

Documents

Form Templates

List Template Gallery

Master Page Gallery

Site Assets

Page 1 N

B SsharePoint

Type 1i

List

Document Library

List

Document Library

Document Library

Document Library

Document Library

Document Library

Document Library

PM demo

Microsoft Teams (Beta)

(@ s

Last Modified 11

2021/11/14 00:21:5
2021/11/14 00:21:5
2021/11/14 00:21:5
2021/12/03 15:55:4
2021/11/14 00:21:5
2021/12/03 15:55:4
2021/11/14 00:21:5
2021/11/14 00:21:5

2021/12/03 15:55:4

Display items: 1-16, Total: 16




Boxafe 1.5 now supports Microsoft Teams
backup!

What is Microsoft Teams?

An integrated service helps businesses for the purpose of

Communication Meeting File sharing




Comprehensive protection for Microsoft
Teams

Boxafe backup all the datayou care in Microsoft Teams:

Conversation: Site:
posts in the channels files shared in the Teams

Calendar:

Teams meeting information



Comprehensive protection

Microsoft 365 - Teams conversation

é Backup Items

Posts in every public and private channels

‘ Q Search Criteria

Channel, Message text

(O Restore Options

Post can not be restored due to Microsoft
limitation. You can export posts as the html
file for audit purpose.

@ BOXAFE

oooooo

Email
Conversa tion
Conversa tion
» General |

Channel A
Private ch

QNAP-MPM

QNAP-MPM

QNAP-MPM

QNAP-MPM

QNAP-MPM

on: |

eeeee

Page 11

Calendar

2021/12/03 16:07:38

PM demo

OneDrive SharePoint B Microsoft Teams (Beta)

(£ seamhN

Message 1L Last Modified 11 QNAP-MPM
Details
Boxafe introduction https://www.qnap.com/en/ 2021/12/03 15:57:49
You can also check the Boxafe introduction slid 2021/12/03 16:06:52
Boxafe is a Saa$S backup solution to backup all . 2021/12/03 16:04:43
Let start to use Boxafe! 2021/12/03 16:06:17
Boxafe is a SaaS$ bacl
Please use Boxafe to backup our organization.  2021/12/03 15:58:52 all data in Microsoft 3

Display items: 1-5, Total: 5 | No. of items: |25 v‘




Comprehensive protection

Microsoft 365 - Teams calendar

é Backup Items LBONNFE

(o) Dashboard « ] gnap.com (@ bomainSettings ) PM demo

(:E] Domains Email Contacts Calendar OneDrive SharePoint B Microsoft Teams (Beta)

All calendars and data including event

J : {a) Settings ( calendar Version: ( 2021/12/03 16:3... ( Thismonth ) v Q
information and attachments _
[:_é Tasks Title 1L Location 1L Channel 1L Start Time 1L End Time 1L Organizer 1L
‘;_I Logs Boxafe introduction General 2021-12-03 17:00:00 2021-12-03 17:30:00 S::P@-::E:‘:ﬂm
Project kickoff meeting Room A301 Channel A 2021-12-07 15:00:00 2021-12-07 16:00:00 i:i;::jxw
Q S e ar C h C r i te r i a Project review meeting Channel A 2021-12-03 17:00:00 2021-12-03 17:30:00 ?Pii;:r::m
Organizer, Channel, Title, and Location
1. Granularly restore
Page 1 (N Display items: 1-3, Total: 3

2. Restore data to personal account




Backup Items

1. Document libraries
2. Page libraries

3. Lists

4. Site assets

5. OneNote

Q Search Criteria

File types, Date modified, Name

@ Restore Options

- 1. Granularly restore
> 2. Cross site restore

Comprehensive protection

Microsoft 365 - Teams Site

@ BOXAFE

(9) pashboard « 1] gnap.com

(:a Domains

o)
<L(5) Settings

@ Tasks > Al

Email

appfiles

Converted Forms
Documents

Form Templates

List Template Gallery

Master Page Gallery

»  Site Assets

Site Pages

Solution Gallery

»  Style Library

Theme Gallery

Web Part Gallery

Contacts

Version: L

c; Domain Settings

Name 1

:=| appdata

appfiles

|:=| Composed Looks

Converted Forms

Documents

Form Templates

List Template Gallery

Master Page Gallery

Site Assets

Page 1 N

Calendar

2021/12/03 16:07:38 )

OneDrive B SsharePoint

Type 1i

List

Document Library

List

Document Library

Document Library

Document Library

Document Library

Document Library

Document Library

PM demo

Microsoft Teams (Beta)

[Q_searchtiame

Last Modified 11

2021/11/14 00:21:5
2021/11/14 00:21:5
2021/11/14 00:21:5
2021/12/03 15:55:4
2021/11/14 00:21:5
2021/12/03 15:55:4
2021/11/14 00:21:5
2021/11/14 00:21:5

2021/12/03 15:55:4

Display items: 1-16, Total: 16




IT friendly and easy
management



Manage multiple
domains with dashboard

Protection status
Data consumption
Upcoming Scheduled Tasks

Recent Tasks Report

@ BOXAFE

| @ Dashboard
® Domains
@ Settings
Tasks

5‘ Logs

Dashboard

Boxafe Protection Status @

Domain health 1L

W Full Protected

& Partially Protected

Data Consumption @

B gnap.com

B ieiworld.com

Dashboard for domains management

Domains 1L

1] gnap.com

1} ieiworld.com

12.26 GB/25.01 GB

—— 1) gnap.com (49.04%)

Service Health Latest Backup 1L Scheduled Backup Users

2021/11/30 14:20:10 34/34

2021/11/30 14:06:23

eoo0ooOo0o O 48/48

3 onebrive 10.63 GB / 12.26 GB
SharePoint = 1.56 GB / 12.26 GB
B3 email 0.06 GB / 12.26 GB
Calendar 0GB/ 12.26 GB
B contacts 0GB /12.26 GB

3 Microsoft Teams 0GB /12.26 GB




Ensure everything are
protected!

When a new account, Microsoft
SharePoint, Teams are added
on the cloud, Boxafe will

automatically add them to the

backup task

Add new accounts automatically

@ BOXAFE

(9) Dashboard Domains Management
@ Domains
@ Settings

? Tasks
¥ Full Protected This shows the details of domains you authenticated l B E D ﬂ ﬂ

+ Add Domain Edit Domain

Domain health @ (YL Domain info {3 Backup Schedule rvice Health @ Action

B8 w

‘;‘ L0gs & Full Protected Calendar a Sharefolnt ' B u u a g @ @ @

I:“ Microsoft Teams

Add Users: Manual

h cloud services and add new users to Boxafe.

Automatically synch

Add SharePoint Site

@ Auto @

Automatically s

h Microsoft 365 and add new sites to Boxafe.

Add Microsoft Teams: Manual

Page LA Display items: 1-2, Total: 2 No. of items: |10 +

v




Multiuser access for self-service restore

=" Microsoft 365

(S o

« Backed up data cannot be accessed by
unauthorized personnel.
* Restoring data to the cloud can be done by user.

You can add a Boxafe user.

Select user:

Select a role:

Select domain:

Select email-ID:

josh

Specify a user or select one from the list.

User

This will define the level of access provided to the added user.

All admins are global admins with full access

) gnap.com

Select a domain from the list.

josh@gnap.com }

This will allow the added user to access backup data associated with

Apply Cancel

this email-ID account




Search and preview data

before restoring

p data preview

@ BOXAFE

Dashboard < |] QNAP Launches the QHora-301W - Next-Generation Wi-Fi 6 and 10GbE Dual-port SD-WAN Router with a Qualcomm demo@qnap.com
IPQ8072A Processor

Domains B Em: 1s (Beta)
QNAP Systems, Inc.
To: demo@qnap.com

Settings &  130resu 2020/11/07 05:59:05 [ Q QNAP

\/]O

From View th X

You are receiving this email because of your relationship with QNAP Systems, Inc.. Please r

n your browser

your intorest n QNAP Launches the

receiving emails from us. If you do not wish to receive any more emails, you can here

QNAP-b g QHora-301W - Next-...

If this page does not render correctly, click here for the online version

- QNAP Systems, Inc.
2020/11/07 05:59:05 View il
QNAP i View this em

QNAP Launches the QHora-301W - Next-Generation Wi-Fi 6 R il vl

receiving emails from us. If you do not wish to r
”
QNAP ¢

and 10GbE Dual-port SD-WAN Router with a Qualcomm | If this page does not

QNAP € IPQ8072A Processor . m

QNAP Launches the Q

QNAP
QH 301W and 10GbE Dual-por
orar=tii ! IPC

A Dual-port 1 .

v %

o

QNAP
QHora-301TW

Taipei, Taiwan, November 6, 2020—- QNAP® Systems, Inc. (QNAP), a leading computing,




elect data for granular restore

< 1] gnap.com (_ © DomainsSetings ) demo@anap.com
Email Contacts Calendar OneDrive SharePoint Microsoft Teams (Beta)

(" & Restore ) Version: ( 2021/12/0316:3023 - ) ( () Export v ) (Q V[ Ay

~ My Drive My Drive Boxafe_Demo

v Boxafe_Demo

MyNote 120 e 1 Owner 1L Last Modified 1L Size 1

* Multiple select data to restore to the

Pk 10308_Boxafe-1 .3_EN.pdf QNAP-MPM 2021/12/03 16:29:29 3.58 MB

0308_Boxafe-1.3_JP.pdf QNAP-MPM 2021/12/03 16:29:30 4.41 MB

account. No need to restore full

yNote 1209 QNAP-MPM 2021/12/03 16:29:48

backup every time.

a Screen Shot 2021-12-03 at 3.32.54 PM.png QNAP-MPM 2021/12/03 16:29:28 985.27 KB

» Restore to another account when the

employee already left.




duce RPO

Boxafe makes differential
backups and keep multiple
Versions.

hedule multi-version backup to

¢ 0 gnap.com (& omsnsmis )

Email Contacts B OneDrive

v My Drive My Dri

< 2021/12/03 16:30:23

2021/12/03 16:30:23

v Boxafe_Demo

2021/12/02 10:01:18

MyNote 1209
Test

. 2021/11/30 13:55:27

Notebooks

) MyNote 1209

8 screen Shot 2021-12-03 at 3.32.54 PM.png

SharePoint

Owner 1l

QNAP-MPM

QNAP-MPM

QNAP-MPM

QNAP-MPM

demo@gnap.com

Microsoft Teams (Beta)

[Q

Last Modified 1L

2021/12/03 16:29:29

2021/12/03 16:29:30

2021/12/03 16:29:48

2021/12/03 16:29:28

Size 1

3.58 MB

4.41 MB

985.27 KB




B Microsoft 365

T

Backup/Restore API calls

Worker pool

Store data ? Launch workers

Secure, fully
optimized and
versioned storage

@ database

: Job queue / executor
{7 file storage

Read data Ad-hoc job

Web API Endpoint
server

Boxafe
Architecture
Diagram






( .. Microsoft 365

0" .@

Outlook (mail, calendar, contacts) OneDrive SharePoint
)
Comprehensive fb
Microsoft 365 backup reame

solution N

@

Data preview for Backup everthing Multi-version Data centralization
granular restore in the domain backup




QNAP

Boxaf

Start to protect your busine

Copy right © 2021 QNAP Sy stems, Inc. All rights reserved. QNAP® and other names of QNAP Products are proprietary marks or reg
trademarks of QNAP Systems, Inc. Other products and company names mentioned herein are trademarks of their respective holders.




