Enhanced network
management

Network & Virtual Switch l QVPN 2.0




B High speed 10G era (VM / Container / vQTS)
= H/W: QNAP 10G switch + QNAP 10G NAS
= S/W: Connect everything together with [Network & Virtual Switch].

B Brand new Ul design (Easy to locate the ethernet port/USB
wireless dongle)

= Clear topology for virtual and physical networking.
= User Story: Lots of forum users have the same issue: they
are not sure about how to connect virtual and physical environment.

B Updated interface for wireless connections and support for QNAP



B Added support for network :

= More streamlined functions for users:
* Network interfaces can now display customized names.
» Supports customized DDNS and allows multiple services.

» Advanced functions:

» Support stateful/stateless auto-configuration of IPv6
addresses, and each network interface supports full RADVD
services.

» Supports reserved IPs with the DHCP service.
» Auto Default Gateway + NCSI service can now be disabled.

QNAP NVS

(Network & Virtual Switch)
connects your virtual and
physical environments
with high speed
networks.
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Are you ready for 10G evolution?

Not only QNAP NAS, virtually all elements support high speed

transmission now.
\ \ \

3

VM 10G

QNAP 10G
Switch

10G Windows
DT/NB

¢

10 to 20G
Thunderbolt network

10G Mac DT

QNAP 10G NAS
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Link internally with 10G transmission

NVS connect internal and external environments with 10G speeds
- internal virtual machines connect in the 10G speed as well

NAVASH

(Network & Virtual Switch)







New overview SCreen: easy =—ee

to identify port locations |

Just click locate and find out where it is on your NAS immediately.

Network & Virtual Switch = o e
#_ Network & Virtual Switch H
TVs-8825T3 O ~
Overview WAN IP
1.88.200
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F0.1KB| £0.0KE (7] Virtual Switch 3 (172.17.46.12)
Container Station = e
10.2.36 ‘1. Container Netwerk (docker0)
h FOOKB| *0.0KB .
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F22KB| 45KB Thunderbolt Bridge (Syste|  Locate Se[ung
Comtainer Station Defout) 1692546200 |
10234 ‘ale: Virtual Switch 4 i
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Network & Virtual Switch

#, Network & Virtual Switch

TVS-882ST3
Overview

Network
Interfaces

Virtual Switch

DHCP Server

™ [Detailed Moge [ v | Y7 [an [~]

Route
Virtual Adapter (7)

Access Services

DDNS

Win7_Virtual Ad:
F203.5K8 | 2

Virtualization

Win10_Virtual Adz
F2036 KB | 40

Virtualization Statio

fedora-twentyfour-1_Virtual Adapter 1
T0.0KB| 20.0KB

System Default Gateway
Virtual Switch 2

Physical Adapter :
4/ 7 (Used / Total)

Virtual Adapter
7/7 (Used/ Total)

Win7_Virtual Adapter 1 :
T42KB|$07KB
Virtualization Station

Win10_virtual Adapter 1 :
TATKB|200KB
Virtualization Station

£

2y

Thunderbolti& £33 ( 2%z )

Clear network topology for "9Nee
virtual and physical networkint

Virtual machines can be bridged to external networks by virtual switches
and physical network ports.

Adapter 3
T1.0KB|+336KB
(33

Thunderbolt 1
TOOKB|200KB

Thunderbolt 2
TF03KB|20.0KB



Virtual network won't bother you enNae
anymore | -

Containers will be using a closed and independent network built by a virtual
switch, and only internal access is allowed. (DHCP will assign IP addresses
automatically, and NAT can be enabled if Internet access is required)
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Common problems from forums (1)

| have set up a virtual machine; how can other users access it within the
same local network, as well as from the Internet side?




"QNAP

Common problems from forums (1): Solution

O O B W N

QVS will bridge the VM with the system default
gateway as a virtual switch when 1st launched.

The router of the current physical network
segment will assign an IP address to the VM

You could configure the vNIC to be bridged
with another adapter.

All devices on the same segment could
access this VM.

Router: set port forwarding to the IP
address of the VM

VM can be accessed from Internet side with
router WAN IP + port number

VM just looks like an
independent device on this
network.

(Careful! All services running
on this bridge mode virtual
switch might affect this
network.)




Common w
Problems (1) -

Demo
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Common problems from forums (2)

| have set up a virtual machine; how can | prevent other local devices
from accessing it? How can | keep VM isolated and secure so | can run
sandbox tests on it?
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Common problems from forums (2):Solution

O O B W N

Click configure to modify settings

Uncheck the selection of physical adapters JISSCReECTe R leRTgle (eIl [y
network, and access from local

Set static IP for the virtual switch networks can be blocked.

(You could run functional
Enable DHCP to assign IP addresses for VIM BV et it (i) sl 181 (= ga 1 Lo Lt

computing, sandbox testing,
The DHCP default gateway should be the &)
same as that in step 3

NAT can be enabled if VMs need access to the Internet



Common |
Problems (2) -

Demo




Overview helps you quickly check™N&*F

overall status

‘ Win7_Virtual Adapter 1 : ..I.. Virtual Switch 3 : @ Vodafone
T F348KB|20.0KB “7 T76.0KB| 103.6 KB TT6.6KB| +107.8KB
Virtualization Station 172.17.46.12 Virtual Switch 3 (172.17.46.12)
- g S
% el O s eped = Connected to external network by the physical 1G adapter
: g Container Station Y through the virtual switch 3. Earth symbol shows that the
[ LEELDET ¥ environment can access the Internet.

‘ ubuntu-xenial-1_Virtual Adapter 1 H _/ :-':t:_"_: Virtual Switch 4 g

" F8.9KB|£0.0KB £ F0.1kB| £04KB
Container Station 192.168.33.1
17217.46.78

‘ds’ Win10_Virtual Adapter 1 : . . : : -

- T e This group of VM is connected by virtual switch 4. Without
Virtualization Station C earth and NAT symbols, this indicates the environment is a

- independent network.
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Just plug in network cable and start UsSing: .

Find your NAS: If you do not use VM / Container, just check
(1) Open NAS web Ul by clicking in the list the IP address, and confirm the adapter speed
(2) Mount shared folders easily before starting to use your NAS.
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Pgh-VM 172.17.46.31 TVS-471 4.3.4.0435 () 24-5E-BE-0B-5C-46 v

Ourline: 37.
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Multiple DDNS — more than 1 URLfor NAS

Network & Virtual Switch = 4+ X

#, Network & Virtual Switch :

Access your NAS - myQNAPcloug s
_ _ - :4 P H?GFESS A . !

Foan | Os5iname . Servernoomsa /o myqgnapcloud.com

eaS”y via DDNS P %% Last update time: 2018-03-23 1157 o
Virtual Switch F

U R L PHER Server \ v‘,‘ 0 rg]ses nm.gnap. n?tw_mk (I) r—l/

Access Services
O ®

s
DDNS Sy lostname : qnapnetwork ddns net
update time: 2018-03-23 12:03

QNAP myQNAPcloud

More service providers
(Google domains, etc.)

Customize for virtually any
online services




Easy to access from Internet aNae

(DDNS + router setting)

—

Network & Virtual Switch X
#, Network & Virtual Switch We b S e rV e r
i (aas D )
[ . o
I

( UPNnP / set router manually

Access the NAS anytime, anywhere!



Thunderbolt (on select QNAP NAS)™E®

more convenient for Mac users

Qfinder Pro auto scan mount & auto adjustment

Mount Network Drives

Mount [Sam882ST3]

Select IP Address 169.254.10.214
Select protocol SMB/CIFS

Add mounted folders to "Favorites" in Finder

Cancel OK

Easy to use for all Mac users!



Dedicated Thunderbolt info tab "2NBP

Hetwork & Virtual Switch

Dedicated Ul

?‘:, Network & Virtual Switch
TVS-882ST3

System Default Gateway

s Virtual Switch 3
== Physical Adapter
I: 4/7 (Used/ Total)
= Virtual Adapte
L E 7133 (Used/ Total)

™y [Detadled Mode | + |

W [

Virtual Adapter (7)

Virtual Switch (4)

i

Thunderbolt Bridge H
(System Default)
TSTKE|£15K8

169254 10.214

Cusrent WAN IP
122.146.88.200

Primary DNS server
10.8.2.11

Secondary DNS server
17216211

Physical Adapter (4)

O e H
TO0KBI£00KB

N Thunderbolt 2 H

TEAKE | £16KB

Interfaces Thunderbolt

Thunderbait 1

Connected
Thunderbait 2

Thunderbolt Bridge (System Default)

228D 1 garess -

Thunderbolt Bridge (System Default)
%) P agress 16928410214

Thunderbolt: VM F/M: 21.00

@ Legend

Performance with Mac

AJA System Test Lite
System Disk Test System Report
VIDEO SYSTEMS
5120x2700 5K RED MB/Sec
F/Sec

10bit YUV

/Volumes/4SSD

Equivalent to built-in 10~20G NIC
(some Windows PCs have almost 2,000 MB/s
performance



4 3 5 Brand new fe_atures
Enhanced .advancec
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1. Improved IPv6 & RADVD support

Hetwork & Virtual Switch - + X

# Network & Virtual Switch

IPV6 revision and

= DHCP Server RADVD
more support: ——_—
p p - Interfaces O | stows | Adapter RADVD - Outgoing Interface
Virtual Switch =
Set the outgoing interface for RADVD (IPv6).
DHCP Server
Route
Access Services A /‘,\ y
IPv6 stateful e =g
‘ Interface ‘ IP Address ‘ Status
O | Adapter - IPvé Auto-Configuration
I P 6 I QO | Adapter2 = IPv6 Auto-Configuration
V State eS S O | Adapter4 - IPvé Auto-Configuration
QO | USBWiFi - IPv6 Auto-Configuration
O | Virtual Switch 2 - IPv6 Auto-Configuration
Every adapter can act as -
the IPv6 RA server —
e .




2. DHCPv4 supports r reserved [P TaNAR
addresses |

Clients Virtual Switch =

e DHCP Server

I=

VM

The nn'ngon
VMWII |W ays be g
ame IP addre

wII Iwybg h‘-'
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How to configure reserved IP-addresses

| network & virtual switch - + X

# Network & Virtual Switch

T DHCP Server RADVD

Network . ) ) -

Adapter 1P Address Start IP Address End IP Address. I

Interfaces
o o Adapter 4 192.168.8.124 192.168.8.125 192.168.8.150

o Virtual Switch 1 10051 10051 10.0.5.254 o4
DHCP S

(U] Container Network (Ixcbr0) 10031 10032 10.03.254 “ Q
Route

Access Services
—x

DDNS J Adapter 4 - DHCP Client Table W

= Add Reserved IP

) icdReserved P )

e | LarroravvavFr [Foz1668125 Screbe8:3e36:75 235213

Device Mame: | HP-LaserJeﬂ |

IP Address:

102.168.8.130 |

MAC Address:

9c-ebcf21.74:35 |

Apply || Close |

Advanced
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3. Auto Default Gateway +- NCSI@Ettmg

 Network failover
« Support VPN / PPPoE

* It checks NAS Internet connection status automatically (similar to Microsoft
NCSI), and provide the setting to disable the auto-detect function.

*, Network

192.168.100.0/24

et =




QNAP

4. Static Route: Allows you to
configure packet direction

You can browse the Internet, and access the office

network via VPN static route.

Static Route: l Public IP -
Specify the packet AN et T Ij{ [
direction 192.168.1.20 ” ”

. . VPN(A) o eeeeeeee

Physical adapter

192.168.99.1 )
(NAT virtual switch | VPN(A)
+ DHCP server) " 10.6.0.1

Office Server:

- - via VPN(A) pm.qnap.com
192.168.99.20 172.18.33.210

.

Add rule: 172.18.0.0/16
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Applications of various
high-speed network interfaces

Thunderbolt

- T

Y

g Ty

. ‘i)
- _




VOI:(
Solution
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Wireless makes things easier...

When physical wiring for your -
home is not feasible. |
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New wireless setup screen

Network & Virtual Switch

-+ X

#, Network & Virtual Switch :
T Interfaces USB QuickAccess USB Wi-Fi
Network Configure and manage USB Wi-Fi connections on this page.

Interfaces Choose nEtWOIk + Add W‘_Fi @ Scan

Virtual Switch

PCle WiFi (5GHz ) — ) .
DHCP Server ( ) (/ = QNAP Disconnect s
Route PCle WiFi (2.4GHz) 4]

Edit “a PHI-5GHz )

Access Services

USB WiFi

DDNS %, PM_internal_5G

=, 013678 Wi-Fi Network

=, QloT-LiveDemoRoom-5G

Protocol Authentication
WPA-PSK

EA Connect automactically

O Connect even if hidden

o, QNAP-5G




QNAP NVS(Network & Virtual Su

e e
2 W

QNAP NVS strings the high speed network between physical and virtual
interfaces. It's the best tool to bridge your versatile devices and NAS!




QTS 4.3.5

IS your best choice!




QNAP

N
: ars 4.3.5 Preview

QVPN 2.0
Virtual Private Network

Secure network experience




What i1s VPN?

(Virtual Private
Network)




QNAP

The general Internet style

B e
L ARSI =ty
YouZ]) NETFLIX s




T QNAP
What is VPN? |

.
UNENCRYPTED

(@

ANONYMOUS

ENCRYPTED




QNAP

When you connect through the VPN

PPT A
@ gy, BT
e

ry A
L ACAS I=tey
You@@ NETFLIX g

_m
n

_n
S

[w
e
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Who needs the VPN service

NETELIX

UserS b.USI nesses_ (Financial transactions) Gamers
(Sending and backing up files) (Regional restrictions)




— YanNfAP

VPN does make you feel secure

Offers the flexibility for —
employees to take

advantage of the company's

Intranet over an existing

Internet connection. (It can

also be the case between

student and school)



QVPN Service

Set up your own
VPN server
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New: QVPN topology map

QVPN Service

% QVPN Service 2

Gonnected VPN Users (4)
[ Overview

VPN Server

Sam8825No2
QBelt admin
172.17.46.41
PPTP 125
L2TP/IPSec (PSK)
Computex-435
OpenvPN admin
172.17.22.68
T S 125
Privilege Seftings
Online NAS Users
MHA-L29
Connection Logs ??;m;‘r 32.19
o . 0:47
oo VPN Client v
VPN Connection Profiles
Connection Logs admin
172.17.46.71
Event Logs 39:41

Active Local VPN Servers (4/4) Outgoing Interface ( Network interface :5 / VPN Client :1)

Adapter 3 (Office)

* 146.75B | *21.11KB
172.17.46 89

Container Network (docker0)

+ 1998 | +13275B
10.051

QBelt

Server

Container Network (Ixcbr()

¥ 3158 | 0B
10.231

USB WiFi
¥ 336.75B | * 15.73KB

Virtual Switch 3

T 826KB | * 12262KB
172.17.46.12

(0]

Remote VPN Server (L2TP/IPSec)
Normant

F358 | 21238

122.146.88.200

Destination : TW

PPTP

Server

@ Remote VPN Server (OpenVPN)

vyprvpn

FoB | +o0B
69167 29.97
Destination : US




QONAP's new proprietary | "9N8*®
VPN protocol - QBelt

Secure Encrypted New protocol Works on all

. ; Easy to Use
Connection your devices y

DTLS + SSL + AES-256 decreases the chance of
encryption being detected
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Select the suitable DNS service

Set manually or apply NAS default settings Choose a suitable public DNS server

Setting DNS : £ Setting DNS
e Iemodcton 8 Select DNS Compretac (iws  Introduction [¥f selectDNS Completed
Public DNS

Choose the appropriate DNS according to your usage situation
Obtain the fastest public DNS service

DNS Service Latency @ Oms 60ms & 120ms

O @Buabns | ¢ 114114114114 "‘ O £2ANNS | & 223555 "‘

m d o A2 6 4144 ‘ O comMoDOo @ ¢ 8.2656.26 ‘
CLOUDFLARE

O om0 ¢ 84.200.69.80 ‘ O DnNSPOD | ¢ 119.29.29.29 ‘

Public DNS NAS default Manually assign: ® Google ® ssss ‘ O 880w | 9999 ‘
DLeain e f3x0esl pudlic Use e NAS defauit Ener your own geafemed i

DNS senvics SMiNgh ANG 3Pt 10 your ONS O Level(3) ¢ 209.244.0.3 ‘ e} v Nerton ® 198.153.192.1 ‘

NEONOTK SOnEOnMens. Ths
pAON | recommended £ o ® 208.67.222.222 ‘ O PowerDNS::: | ® 185.48.117.228 "‘

YOU Wart 10 make your VFN
CONNECHON MONe Secure

= ()]




QNAP
Secure folder mount: VPN + File Station




Mount remote folder via VP

File Station

(@ FileStation 5

il Sam882ST3
4 5 DataVoll
» [0 Browser Station

o Container

» 0 QmailAgent
» [ Web
» 13 Snapshot

e Qsync
[& Accepted Team Folder

<3 Recycle Bin

Share link management

Q

T QNAP

E[Fe T N\ - (@ snapshot ~
_ Create remote mount
O Name + Modified Date Type
Privilege Settings
O Sam upload tmp 2018/05/12 23:06:21 Folder
Connection record
O Sam HP backup 20180418 2018/04/20 14:59:32 Folder :
Current connection sta:
O sam2018022301.fcpbundie 2018/02/23 14:14:37 Folder
About remote mount
O QVPN macOS Ul 2018/03/1617:44:15 Folder
O QNAP logo 2017/06/09 17:21:15 Folder
| Music video 2017/06/09 17:21:10 Folder
O footage of QNAP video editing 2017/09/3016:30:15 Folder
O Final Cut Original Media 2018/02/23 14:14:00 Folder
O Final Cut Optimized Media 2018/02/23 13:51:25 Folder
O 9877 2018/04/16 17:46:27 Folder
Od 4K video 2018/04/16 17:36:50 Folder
&% @Recvcle 2018/04/30 17:47:12 Folder

Shared with me




N"'I:!NFIF'

Mount remote folder via VP

Create remote mount

Protocol

- @ T

Type: | CIFS/SMB v
il Sam882ST3

4 = DataVoll

» [0 Browser Station O Name »
Remote Host:  SamAC2600, TVS-882S (4.3 5$20180511) O
Container @Recycle
i "1 Download O @Recently-Snapshot
Hostname /I SamAC2600 (10.6.0.2) MIRC] I home O E 106G write to NAS.png
" homes
Port number. ) . O E 10G read from NAS.png
[0 Multimedia
Account: | admin 1 Public
Password; | ssee = QmailAgent
» (O Web
Destination folder » 1@ Snapshot
@ Qsync
@ Mount specific foider @ [4 Accepted Team Folder
<3 Recycle Bin

/V-remote -l @

@ /home <. Share link management
Conm 1 /public & Shared with me

| )\-remote -

8 wen 2 GIFS/SMB
Create | | Close e gt

» [ @Recycle

| Page 1 Fai| | &5



The most common

issues when you set ||| &
up a VPN server e




QNAP

The most common iIssues

The router does not
know which device to ‘-.'

relay the traffic to X1 /g




QNAP NAS helps
you set up the VPN

easily
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Manually set up the router

Port Forwarding

Molre SeCrl]Jre i é Security Concern =>
(only open the required port) all ports exposed



QNAP

UPnP auto enables VPN port forwarding

[@ myQNAPcioud will take care of it!

myanApcloud

e 2 Enable UPnP Port forwarding

Auto Router Confiuration . a0 you tas Via a0 UPRP router

My DDNS

-

]

Forwarded Services.

Apply to Router Add NAS Service |

= s =
T o Pl B vcp
a T a0 B =

a - Telnet Server 13131 13131 TCP

a - SSH server SFTP server 2 2 TP

a - ‘Web Server, Multimedia Station 80 80 TcP

a - Secure Web Server 8081 8081 TcP

a = Remote Replication (Rsync) 73 73 e

fal - Remote Replication (RTRR) as09 o

a - QUPN (SSTP Server) 44330 TCP

. @ = QN (PPTP server) 23 TP



The best tool TaNAe
when the IP address IS not fixed

QNAP NVS DDNS PP (Auto R fi !
BRGE 1 ONAPCloud. ....) UPnP (Auto Router Configuration)

— — Web Server
=
‘@& G o© FTP Server
LN+ -

@z o c;s\ ™ port

& 7 VPN Server
¢ @ o AT s

A — LAN IP1
m

il

@
xxx.myqgnapcloud.com:port J




How to set up client

devices to connect
to NAS via VPN
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Select the VPN type: for PPTP, only entering the
credential is required; for L2TP, one more setting of

Use Windows to connect to VPN

n Click Start Menu > [Settings]
Choose [ Network & Internet ]

a U
@ = E
Choose [ VPN ]>>[ Add a

B VPN connection |



T QNAP

Use macOS to connect to VPN

n System Preferences => Network B

Next, click "Authentication Settings...", then
set the Password & Shared Secret

click the plus sign to add a VPN
interface, Type is L2TP over IPsec

Mt wr b

Select Yhe Mieriste and enfier 2 mame for The new oervice

boectaoe: VBN ]
a8

. Tovrme vat

YN Type A0 gt 10Get M-F o
| LR
@ Justooh OAY Service Nere: | VN (279 2 J
o Uty Cance
o T ki ide 7T |~.~:';.:--, ;:-'-t‘-: Aetwerk
GNAP QA Dot ASK 0 3NN Tiew IOWO/S.
. . B L L e
e L T L L T
™ 4G Woder 1y N . S
o ANERT_thaeret .
@ VI 92000 LAY
o Thin.., Port 2
e 9 Show W i statun it mine 0o Advarced

Network
User Authentication:
° Password: Q‘I‘ l
@ Bluetooth PAN RSA SecurlD
Not Connected
Certificate
P USB-Se...troller D
Not Conligured Korberos
@ Thunde...kt Bridge CryptoCard
Not Connectod
& QNAP QA Port Machine Authentication:
Nat Connected © Shared Secret:
° 4G Pfodem Certificate
o ”‘33"7—"’0'“0‘ Group Name:
° USB 10/..00 LAN
o Wi-Fi 5
oH (o

® it &

Set Up Bluetooth Device...

+ = gy~

Advanced..

Revert

Apply |
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QNAP

Use Android to connect to, VPN

FoEasTore ¥ DT 4625854490

Setting

Wireless & Network

choose VPN

add Network

If VPN type L2TP is selected, you
must insert the IPsec pre-shared key

Insert the credential when you
connect

< Edit VPN network

Name

Type POTE

Server address

% 2P encryption (MPPE)

Show advanced options

CANCEL

FarEasTore ¢ OIET 46555 asrm

< Edit VPN network
Name

Type 2TPAPSec PSH I

Server address

L2TP secret

IPSec identifier

IPSec pre-shared key

CANCEL




QNAP

Use 10S to connect to VPN

NoSIM = 5:00 PM me NoSM T 5:10 PM -
Settl n g S < Settings VPN Cancel  Add Configuration

VPN CONFIGURATIONS

2 . Type L2TP
CI |Ck VPN Status Not Connected
To connect using "QVPN Device Chent”, use the
QVPN application. Description
%] Add VPN configuration 105 gy Server
31M—./Sam-882ST2 () Account
‘. The type should be L2TP 60.251M—G:Sam-8825T2 (7)o ooeuD
Password
~ QVPN Device Client @
5 Insert credential & Secret Secret
(pre-shared key) ———— Send Al Traffic O
6 PROXY



- New desktop a |
y will soon be available |

macOS Windows 2059
?2?;?;;%%[ Room Connection Details Live Speed Graph Connection Logs

Connection Details S Co onLog © Host/IP 60251 (@ Time Connected 00:01:06 @ Host/IP :172. @ Time Connected: 00:00:15

140
SICHUAN

HUNAN

YUNNAN Taiwan
GUANGDONG

My Device 9221 Add Network

Map data ©2018 Google, SK talecom, ZENRIN | Tarms of Use

My Device aipe Room Add Network

Legal

Available Apps on

Video  File Station Administra... .

Station File Station




New mobile app will soonﬂe\a&

® C

My Device

Google

© Host/IP

@ Time Connected

Connected to

USA

®

Android

Connected to

USA

:
-0 . S =)
Add Network My Device Add Network

®

able Apps

. &
W)

Qfile Qn

Avail

00:00:45

%4

Dashboard

e © o

G880
880600



Let your NAS connect
to remote NAS/VPN

server via the VPN
Client function




QNAP
Your NAS can reach almost everywhere

Your NAS can connect to
another VPN easily.
(Yours / shared NAS
from your friend / public
VPN server)

QBelt (QNAP only)
PPTP

L2TP / IPsec

OpenVPN




—  QNRAP

Supports versatile VPN Cllent -modes

& QVPN Service

Set the necessary
VPN parameters
¢ QBelt

¢ PPTP

¢ L2TP

¢ OpenVPN

: Create VPN Connection (QBelt)

Facseard

Allows other local
networked devices to
connect to the same
VPN connection.




Set VPN as NAS default | "&Na®

gateway with fallover suppor:

QVPN Service - + X
% QVPN Service 2 E
[ Overview VPN Connection Profiles
VG _ add | [ Use VPN as NAS Defaull Gateway
QBelt Profile Name i Uptime Tx Rate
pPTP ® | Nomani @ | 1721746107 L2TPA | 10202 | 12244 | TW 1155 = = I5KB | 1098KB | 2 4 @
L2TR/PSec (PSK) SenverRoom @k x = - LFET

| Use VPN as NAS Default Gateway *

VPN =
NAS gateway

OpenVPN

Enable VPN Gateway
Privilege Settings e

Select an existing VPN profile to use as the NAS default gateway
Online NAS Users

Connection Logs VPN: Norman1(172.17.46.107) -
55 VPN Client
== Backup VPN ServerRoom(60.251.180.215)  ~
VPN Connection Profi... Switches the default gateway automatically if the primary

Set the
secondary VPN as
redundant one

VPN disconnects
Connection Logs
Delay before reverting default gateway to primary VPN

[E] EventLogs

5min A

Allow other network devices in the same subnet to connect to the VPN through the NAS

@ These settings are unavailable if the NAS default gateway has already been changed from
auto to fixed. For more information, go to Network & Virtual Switch




TaNAP

Use QWA-AC2600 to share VP.N wirelessly

ETFlI

You

nuiv



QNAP

A way to securely back up between 2 NAS

QBelt VPN

Secures your data
P P

L L

=
0S®




T QNAP

Detailed connection log of VPN Client

QVPN Service -4 X

% QVPN Service 2

([ Overview Connection Logs

VPN Server

QBelt 2018/0... - shirleyk... | OpenV... 10.3.42... | B9.167... US - - Get geolocation
PPTP 2018/0... | — shileyk... = OpenV.. | 10342. - = = = Login OK
L2TPAPSec (PSK) 2018/0... | 0:28 shirleyk... = OpenV...  10.3.74.. 45120... TW 17.79 KB | 30.1 KB Logout
OpenVPN 201800... | - shirleyk... | OpenV.. | 10374..  45120... TW = = Get geolocation
Privilege Settings 201800... | - shifleyk... | OpenV.. | 103.74.. - — — — Login OK
Online NAS Users 2018/0... | 13559 | admin QBelt 10602 | 114.24... | TW 1428KB | 6.24KB | Logout
Connection Logs 20180... | - admin QBelt 10602 | 11424... TW - - Get geolocation
oo VPN Client v 2018/0... | — admin QBelt 10602 | - = = = Login OK
VPN Connection Profiles 2018/0... | 28:00 admin QBelt 10603 | - - 16.36KB | 217B Logout
Connectlon Logs 20180... | 1:05 shifleyk... = OpenV.. | 10238.. - - 935KB | 445KB | Logout
El S Loﬂs 2018/0... - shirleyk... OpenV... 10.2.39... - - - - Connect Fail
| Page wst | » W | O Display item 1-1, Total 1 | Show 50 v ltems
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| ggs%thewolld_

Integrated the service
provider VyprVPN

(It could help you if you
don’t have VPN resources
at the target location)

prvpn’

by golden frog




QWA-AC2600
share the VPN wirelessly
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QNAP QWA-AC2600
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QVPN is

your Best Choice
Thank you !




