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Use cases of high speed transmission
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- .y Mass Media Healthcare



High speed transmission

IS no longer luxuries...

Why do you need higher performance?




QNAP network advantages

QNAP QTS 4.3.4

Synology DSM 6.2

Hardware design optimized for
high speed transmission

4K/6K/8K online editing

Thunderbolt connectivity

Support diversified virtual
networks for VM and container

Flexible virtual switch
infrastructure

Win
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10G supported from entry to
high-end (with QM2 expansion)

Long-term collaboration with video
editors and provides high-speed
transmission solution

Supports shared storage for Mac
and Windows through Thunderbolt

Dedicated Ul

The virtual switch can be
adjusted at any time

High-end only

Btrfs is less used for video
post-production

Not supported

Less choices

Only set on VM/Container




What else do you need for
high speed network?
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QNAP

As the old proverb says, time is money

If need to process 4TB Bl 4TB data
of raw data: 10
" 1GbE 3
=11 hours 5
(4TB + 100MB/s + 60sec + 60min)
" 10 GbE/ Thunderbolt 2 4
=1.2 hours 2
. (4TB + 950MB/s + 60sec + 60min) 0 . ]
Thunderbolt 3 1GbE 10 GbE Thunderbolt 3

=0.75 hour

(4TB + 1400MB/s + 60sec + 60min)



aNRP - Applications of various

high-speed network interfaces

m Thunderbolt




Faster Wi-FI, delivered:
new products under way

QWA-AC1900U USB WiFi dongle QW-AC2600 PCle Wi-Fi expansion card
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». Demo — File transfer g

Performance comparison
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QNAP NAS

Network functionality introductiong,

= Port Trunking

= VLAN

= DHCP server

* Default Gateway
= WiFi
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Port Trunking

(load balancing and failover)

¢ Increases bandwidth and adds load balancing for more clients.
¢ Provides a failover mechanism to maintain network availability.

(I

802.3ad Switch

Android
TV
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Port Trunking — switch setting

o Safeguard

Port Trunking

w2 Sﬂ?:tt:isrrrame Link Aggregation * Enabled Disabled Apply
= Port Mirraring
-| Loopback Detection
[ MAC Address Table

Spanning Tres

Link Aggregation Settings
Group 01 v Type LACP v Apply

[ Pot o1 Jo2 _Jo3 _jo4 o5 fo6 _[or __Jo8 oo (10 [M 12 13 |14 |
U4 Ld L 4
[ Port 115 (16 (17 18 19 (20 |21 |2 [ |24 25 ]2 [ __[28 |

- Multicast

-l SNTP
LLDP ; ) ] .

- QoS # Maximum & ports in static group and § ports in LACP group.
iz f§ Security Trunking list
- ARA
w8 ACL (Goovp _________hype ________JpO®s___ | _ Deele |
=-[ SNMP 01 LACP 01, 02, 03, 04 Delete
- Monitoring




Port Trunking — interface

Network &

2 Network & Virtual Switch

ual Switch

I Interfaces

virtual Swrtcl

DHCP Server

System Default Gateway

Basic Advanced

Interfaces USB Wi-Fi

|| Port Trunking

[l

Port Trunking

Q

Port Trunking(Add)

Select the port trunking membership and mode. Please note that incompatible mode settin
Il performance or cause the network interface to hang. For more information,

Mbps

B Warn me if a network cable is disconnected from the trunking group

Next |




Port Trunking — switch type

Port Trunking(Add)
e J e -

) General Switch (most common)

Supports Active-Backup, Balance-tlb, and Balance-alb

® Managed Switch (supports Port Trunking/LACP)

Supports Balance-rr, Balance-xor, Broadcast, and 802 3ad dynamic

jil > |

cancel Step 2/3 \ Previous || Next
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Port Trunking - mode

Port Trunking(Add)

Transmits the same network packets to all the network interface cards.

Load balancing & Failover
Increases the bandwidth to maintain the transmission speed for multiple clients and provides
failover to ensure that the network connection will remain available even if a port fails.

O Balance-rr

Transmits network packets sequentially to each network interface card in order to
distribute the internet traffic among all the MICs.

) Balance-xor

Transmits network packets using the XOR algorithm, which selects the same NIC slave
for each destination MAC address.

® 802.3ad dynamic

Uses a complex algorithm to aggregate NICs and configure speed and duplex settings,
providing load balancing and fault tolerance.

Note: The switches also need to be configured.

Step 3/3 Previous H Apply




VLAN (Virtual LAN)

¢ Ensures the network will not be affected by duplication of packets.
¢ Enhances network access security.

VID:130 VID:140

R&D: 130  —

o PM: 140 E 3
Marketing !!!!!!I:
PM i

Ly y LT




VLAN —set R&D VID

to Isolate other users

Metwork & Virtual Switch -+ X
. Network & Virtual Switch @
v Interfaces Thunderbolt USB Wi-Fi
Interfaces | DNS Server H Part Trunking H IPvé o
° Connected

w Adapter 1 (1G0E)
DHCP Server IP Address : 192.168.1.15 ®
Metwork Speed: 1 Gbps
System Default Gateway
Cong
w Adag

IP Ag
Nety

Conf

D a - . & % O

Nty

Note : Please ensure

w Adag NAS, or you will be u
1P A¢

i the NAS to disal
MNety




Built-in DHCP service

DHCP Server

clients onep & Assigns IP address to
other physical interfaces in

-'—'__ _____ = the private network.
E— =t Internet
inlf-

= | | ¢ Assigns IP address to
Virtual Switch ) ) ) )
virtual machines via virtual

_L_V:' switch.




DHCP service - setting

Network & Virtual Switch

#_ Network & Virtual Switch

Overview

DHCP Server

System Default Gateway

setup its own Dl

17217 46 67 DHCP client

Basic Advanced




System Default Gateway

¢ Automatically detect adapters that can connect to the Internet
(provides failover).

R ISP-A (AT&T)
1

1
m— — ISP-B (Comcast)
—|  172.17.46.0/24
192.168.100.0/24 ¢ ( = M
_'\@41‘;@._‘_ %%17

(il
[



Auto faillover when a

connection Is interrupted

¢ It checks the status of NAS network connections automatically
(similar to Microsoft NCSI)

¢ Or, set the default gateway manually

 ISP-A (AT&T)

H
\l
N
H
N
I
)
El
N
LS
I
i

1192.168.100.0/24
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Wi-FI makes things easier...

...when physical wiring for your home is not
feasible




New Ul for setting up Wi-FI

Network & Virtual Switch

# Network & Virtual Switch ;

Interfaces USB QuickAccess USB Wi-Fi

Configure and manage USB Wi-Fi connections on this page

Virtual Switch
PCle WiFi (56Hz) « = QNAP - i
Pcle wiFi (2.46Hz) (]

Edit %4 PHI-5GHz

DHCP Server

USB WiFi

=. PM._internal_5G

= Q13678 Wi-Fi Network

=, QloT-LiveDemoRoom-5G
Protocol Authentication
WPA-PSK

& Connect automactically

[0 Connect even if hidden

%, QNAPSG




Your NAS is now a Wi-FI AP

WirelessAP Station:
The best development tool for IoT
or other wireless application.
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. Introduction to Virtual s
~ Switch functionality S




Connect between physical
and virtual interfaces




Application Defined

Network Micro-Segmentation

¢ Define the network infrastructure your way via virtual switch

Container | Container | Container M vMm

Solaris

Container Station Virtualization _'Stétio'n

Virtual Switch Virtual Switch




QNAP

Flexibly define different network modes

I NAT
~oor

Isolated 4

External

¢ Bridge mode
bridges different types or
segments

¢ NAT or Isolated

Improves safety and security
with network address translation
(NAT) available

¢ External

Exclusive access to all available
bandwidth.



QNAP

Bridge Mode

¢ Connect your virtualized network to external physical networks.
(Every virtual device is considered a real PC in the network)

volumes




aNAP  Set up bridge mode virtual

switch for your VM

Metwork & Virtual Switch -+ X
#, Network & Virtual Switch ®
V[ [ -]
Overview
Interfaces ¥

Virtual Switch W Adapter 4

DHCP Server

A"
System Default Gateway Virtual Switch 3

172.17.22.192

w Adapter 5
172.17.22.153

- -

“ Adapter 6
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Set up bridge mode virtual

switch for your VM

Metwork & Virtual Switch -4 X lI
# Network & Virtual Switch @
2 What are Virtual Switches?
5 A
Overview
%)

Virtual Switch 1
IP Address: 10.0.5.1

Physical : -
Virtuai . - ®
Member : Container Station

[EY

st Default Gat: . o
RESHASSE Sy |  Create a Virtual Switch

g ©
Please select a mode |
o X
® Basic Mode @ L4 ®
| ; " F
° L .
9 4 @

&
e ®
.

L S
{ @

Advanced Mode

-
L]
3 |
‘ R

Jin10_Virtual Adapter 1

IS

IL{lrtu al Adapter 1
Basic Advanced

N . PO . .




Set up bridge mode virtual

switch for your VM

Create a Virtual Switch

Physical Adapter

-——

Adapter 1

O Adapter 2 -

O Adapter 3 -

O ® Adapter 4 172.17.22.192 (V...
G E L] Adapter 5 172.17.22.153

O ® Adapter 6 0.0.0.0 (Virtual S..

Virtual Adapter (Cannot modify Container NIC or Linux internal NIC)

9] Virtualization .. MSEdge_Win10_Virtual Adapter 1 MSEdge_Win10

%] Virtualization .. Win7-Lab_virtual Adapter 1 Win7-Lab

Enable the Spanning Tree Protocol to prevent bridge loops.




Set up bridge mode virtual

switch for your VM

Network & Virtual Switch - 4 X
# Network & Virtual Switch ®
v [an -]
Overview
Interfaces =

Virtual Switch Adapter 4 . G
: ] |

DHCP Server '. @

Virtual Switch 3

172.17.22.192

System Default Gateway

Adapter 5

MSEdge_Win10_Virtu...
(Virtualization Station)

Virtual Switch 5
172.17.22.153
Win7-Lab_Virtual Ada...

(Virtualization Station)




QNAP
Isolated mode

€ Absolutely closed and secure virtual network
« Perform functional verification
* Internal data computing
e Sandbox testing

€ Provides DHCP service and NAT (if Internet access is temporarily needed)

m_l NAS
Virtual Switch g VOlumes

a m_|

E (.’ i| Virtual Switch [
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Set up Isolated mode virtual

switch for your VM

=¥ VirtualizationStation 3

Virtualization Station 3.1

= . Overview Try afr
&3 Overview \
= VMList X N T
Running ® Suspended Powered off B Assigned to QVIM Search 1
Account Management > z ;
ame . Memory HDD Image (size) Volume (Used/ Capacity) Network USB Device
Back Up & Restore VM Q,X
MSEdge_Win 2 e /Download/MSEdge_Win10/  DataVoli . %
2% = L. Vi witch
Preferences 10 0.2% MSEdge_Win10/MSEdge. R
== n10_00.img (21.4GB) (63 7GB/ 396GE) 2

Log

(OIN] D@ =00 EF < 08

' -
Win7-8825 2.2% 3 Virtual Switch
96GE)
1 cores 1.02GB
" -
F. 27% 13% {Downloa XP/WinXPim ual Switch

winxp B

q(3.2268)

/ 396GE)
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Set up isolated mode virtual

switch for your VM

Network & Virtual Switch -+ X

#_ Network & Virtual Switch ®

2 \What are Virtual Switches?
% N
Overview

underbolt Bridge (System Defaulf)
IP Address : 169.254.8.102

Physical : Thunderbolt 1, Thunderboft 2 E ©
Virtual ==

Memby

E | N .
System Default Gateway _ = | Create a Virtual Switch
2 IP Add)
Physic| -
virtssl “ ©®

Please select a mode
Membf

1
Virtual|
Eﬁgg ® Basic Mode
Virtual o
Memi{

! 9
@

b_redis_1_Virt.

Virtuall
1P Add|

Fhysid A
Vir{ua I r_' (D

Memby{

Network Interface Cal

Available

®  Adapter2

Basic Advanced @ Adapter 3

Adanter 4 N &  nilah nnctaracn  Wirkial Adantar 1 O




aNAP Set up isolated mode virtual

switch for your VM

Create a Virtual Switch

Select the devices for the Virtual Switch.

Physical Adapter

I . .

Adapter 1 192168115 (Vi..
O L Adapter 2 169.254.100.100
O * Adapter 3 172.17.46.74
O Adapter 4 =

Virtual Adapter (Cannot modify Container NIC or Linux internal NIC)

I = == =T

Container Sta_.. gitlab_postgresq.. _Virtual Adapter 1 gitlab_postgresql..
Container Sta... gitlab_redis_1_Virtual Adapter 1 gitlab_redis_1
Container Sta.. gitlab_gitlab_1_Virtual Adapter 1 gitlab_gitlab_1

-

k] Enable the Spanning Tree Protocol to prevent bridge loops.

cancel Step 1/4 Previous || Next




aNAP Set up isolated mode virtual

switch for your VM

Create a Virtual Switch

LUIENE JLA... YIUED_POSIYIesy..._VINUEl AUdpLE 1 YILEU_posugresyl...
Container Sta._. gitlab_redis_1_Virtual Adapter 1 gitlab_redis_1
Container Sta... gitlab_gitlab_1_Virtual Adapter 1 gitlab_gitlab_1
Container Sta... fedora-twentyfou..._Virtual Adapter 1 fedora-twentyfou...
Container Sia.. mongo-1_Virtual Adapter 1 mongo-1

i) Virtualization .. WinXP_Virtual Adapter 1 WinXP

1% Virtualization .. MSEdge_Win10_Virtual Adapter 1 MSEdge_Win10

i) Virtualization ... Win7-882S5_Virtual Adapter 1 Win7-8825
Thunderbolt

e e
O 169.254.8.102 (T...

Thunderbolt 1

O Thunderbolt 2 169.254.8.102 (T...

E1  Enable the Spanning Tree Protocol to prevent bridge loops.

Cancel

4 Previous || Next




Set up Isolated mode virtual

switch for your VM

Create a Virtual Switch

Set up the Virtual Switch IP address

O DHCP client

@ Static IP

Use the same settings as the selected adapter.

|'|

® Manually configure the IP address

Fixed IP Address 192 | 168 .|88 10|

Subnet Mask 255 | v |[255 [~ |[255 |~ |0 | ~]|

Default Gateway

) Do not assign IP addresses (for special purposes such as building an external network or
isolated netwaork)

Cancel Step 2/4 Previous || Next
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Set up Isolated mode virtual

switch for your VM

Create a Virtual Switch

Set up the Virtual Switch service

1 [] Enable NAT

4 Enable DHCP Server

Start IP address 192 |[1e8 |[s8 [101

End IP address 192 |[1e8  |[ss [120
Subnet Mask 255 | v |[255 | v |[255 [+ [jo [ ~]
Lease time 1 [+ ]oans) Hour(s)
Defauit Gateway 192 |[1e8 |[s8 [10

DNS Server 10 [s |2 11

WINS Server

NNS cuffiy

Step 3/4 Previous || Next
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Set up Isolated mode virtual

switch for your VM

Network & Virtual Switch

Network & Virtual Switch

.
Overview
Interfaces
Virtual Switch

DHCP Server

System Default Gateway

gitlab_redis_1_virtual ...

(Container Sta

gitlab_gitlab_1_Virtual ...

(Container S

nj

fedora-ty

(Container Station)

mongo-1_Virtual Adap
(Container S

ntyfou..._Vi..

Lol
Virtual Switch 2
10.0.31

WinXP_virtual Adapte

(Virtualization Station)

MSEdge_Win10_Virtu.

(Virtualization Station)

Win7-882S_Virtual Ad..

(Virtualization Station)

A
Virtual Switch 3
192.168.88.10




QNAP

Set up isolated mode virtual

switch for your VM

rk & Virtual Switch - X
#, Network & Virtual Switch ©)
va [
Overview
gitlab_redis_1_Virtual ...
Interfaces (Container Station) =
Virtual Switch

gitlab_gitlab_1_Virtual ...

DHCP Server

"(Container Station) [ Lo
System Default Gateway Virtual Switch 2
VN

fedoratwel  jrtual Switch 3 List of distributed IP

"(Container St}

qQ

Q

mongo-1_V
[Container St

WinXP_Virt{
(Virtualizatiof

68.88.104

MSEdge_Win10_Virtu :

(Virtualization Station) [ A
Virtual Switch 3
192.168.88.10

Inspect Distribufid 1P jist |

Win7-8825_Virtual Ad...

Basic Advanced
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Set up Isolated mode virtual

switch for your VM

Hetwork & Virtual Switch -+ X
=, Network & Virtual Switch @
v [
Overview
“ gitlab_redis_1_virtual ...
Interfaces (Container Station) =
Virtual Switch
DHCP Server w gitlab_gitlab_1_Virtual .. B
(Container Station) A T
System Default Gateway Virtual Switch 2
10.0.3.1
w fedora-twentyfou..._V
(Container Sta
“ mongo-1_Virtual Adap...
(Container S
“ WinXP_Virtual Adapte...
(Virtualization Station)
a
w MSEdge_Win10_Virtu... u,
(Virtualization Station) A .NAT
Virtual Switch 3
192.168.88.10
w Win7-8825_Virtual Ad
(Virtualization Station)




External mode

¢ Assign an Ethernet port dedicated to the virtual network; all packets
are directed out to the network without going through the NAS, as
this ensures that the bandwidth of the specific Ethernet port can be
fully utilized by the virtual device.

B =

e NAS

Virtual Switch &




ANAP - Set up external mode virtual

switch for

Virtualization Station 3.0 -+ X

& VirtualizationStation 3 e P @ 0

: Overview Tiya SAUB ) Create v
Overview &
VM List — B
Running @ Suspended Powered off M Assigned to QVM Search — =2
Account Management 5 : 5
Name . Memory HDD Image (size) Volume pacity) Network USB Device
Back Up & Restore VM QX
MSEdge Win "o nEg /Download/MSEdge_Win10/  patavoll ; e
)0 y = voll Vir | Switch
Preferences 10 0.2% £ MSEdge_Win10/MSEdge._ Virtual Switc!
B n10_00.img (21.4GB) (63.7GB/ 396GE) ?
Log 1 cores 26B

OGN | e =6EMNE < 0 &

Win7-882S 2.2%

gg2g/winy  Datavell

Virtual Switch
B) ]

GB/ 396GB) 3

Data

P/WinXPim

Virtual Switch

3.7GB/ 396GB) =

WwinxP B

(B

1 cores 1.02GB




ANAP - Set up external mode virtual

switch for your VM

Network & Virtual Switch -+ X

Xy Network & Virtual Switch @

2 What are Virtual Switches?
: A
Overview

underbolt Bridge (System Default)
IP Address 169.254.8.102
Physical : Thunderbolt 1, Thunderbolt 2
Virtual z=
Membg

: |
System Default Gateway Virtual
fed IP Add|

Physic| A
o | “ O

Please select a mode
Memib

1
Virtual|
1P Add| .
Prysic| Basic Mode A
Virtuall G e o b_redis_1_Virt r_' ®
Memiy e

1 —@*
®

X
©

Create a Virtual Switch

Virtuall
IP Add)

Physic| 4
et % ©

Memby

Network Interface Cal

Available

®  Adapter2

Basic Advanced ® Adapter 3

Adanter 4 m & Atk nnctaraen Vickial Adantar 1 o



Set up external mode virtual

switch for your VM

Create a Virtual Switch

O Adapter 1

O Adapter 2 =

O Adapter 3 -

0 ® Adapter 4 172.17.22.192 (V...

O e Adapter 5 1721722153 (V...
G &2 . Adapter 6 0.0.0.0 (Virtual S.. I

Virtual Adapter (Cannot modify Container NIC or Linux internal NIC)

I— e Name |
Virtualization .. MSEdge_Win10_Virtual Adapter 1 MSEdge_Win10

O Virtualization .. Win7-Lab_Virtual Adapter 1 Win7-Lab
g B | virtualization . Win7-external_Virtual Adapter 1 Win7-external I

i  Enable the Spanning Tree Protocol to prevent bridge loops.

cancel Step 1/4 Previous || Next |




Set up external mode virtual

switch for your VM

Create a Virtual Switch

Set up the Virtual Switch IP address

O DHCP client )
O staticIP

Use the same settings as the selected adapter.

|'|

Manually configure the IP address
Fixed IP Address . . .
Subnet Mask 255 [« |[255 [~ ] 255 [~ ][0 [~]
Default Gateway

® Donot assign IP addresses (for special purposes such as building an external network or
isolated network)

Cancel Step 2/4 Previous || Next



ANAP - Set up external mode virtual

switch for your VM

Metwork & Virtual Switch P
"', Network & Virtual Switch ®
v [
Overview
Interfaces =

Virtual Switch W Adapter 4 ] G

DHCP Server

Virtual Switch 3

172.17.22.192

System Default Gateway

w Adapter 5

a
Virtual Switch 5

172.17.22.153

w Win7-Lab_Virtual Ada...
(Virtualization Station)

“ Adapter 6
a
Win7-external_Virtual ... Virtual Switch 4
* (Virtualization Station) 0.0.0.0
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Two modes available for your containers

P Network modes

° available for
- containers:

ﬂ««

¢ NAT mode (default

4 4 € 4§~ ~

¢ Bridge mode
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Set contalners to connect In

bridge mode

Container Station

Container Settings

ubuntu-xenial

ubuntu-xenial-1

The CPU limit must be within 10-100 %. The memory limit must be within 64-15995MB.

3 E] Advanced Seitings =>

Please restart the container to apply these settings




ONRP - get containers to connect in

bridge mode

Container Settings

1 Container Hostname ubuntu-xenial-1
etwork

Shared ... Use Interface | Adapter 6 (Virtual Switch 3) v|

® Use DHCP Use static IP

Use virtual switch for each container to have an individual IP

Please restart the container to apply these settings ‘ Apply ‘ ‘ cancel ‘
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Set contalners to connect In

bridge mode

Container Station

&~ ContainerStation
i~

OverVi ew ™

Container amount : 5 NAS States Hetwork & Virtual Switch
i 2 Network & Virtual Switch 0]
5 §
i v 1
tabis Overview
Interfaces =
Adapter 4
All Running Stopped Vsl switch w 1721792193

DHCP Server 7KB ¥ 8.2KB

Status Name

System Default Gateway
gitlab_gitlab_1
Containers . m| +

Adapter 6

gitlab_postgresql_1

Thunderbolt 2

RS

Server2008_Virtual Ad. ;
(Virtualization n) HE ""@ \

Virtual Switch 3
172 2.179

ubuntu-xenial-1_Virtua...

Basic 5 Thunderbolt 1




aNAP \\77

Demo
Network functionality
for virtual machines
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Thank you
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