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Release date: August 13, 2018

& 5 4l 45 55 = 1 R RYBR S

CVE identifier: CVE-2018-0714

Affected products: Helpdesk versions 1.1.21 and earlier in
QTS 4.2.6: build 20180531

QTS 4.3.3: build 20180528

QTS 4.3.4: build 20180528 and earlier versions

1889 L0

Summary
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A command injection vulnerability was recently found in Helpdesk. If exploited, this vulnerability could allow remate attackers to run arbitrary commands in the

compromised application.

We have already fixed this issue in Helpdesk version 1.2 and later in the following QTS versions.

= QTS4.2.6:build 20180711 and later
* (QT54.3.3:build 20180716 and later
—_— « QTS 4.3.4:build 20180710 and later

D Recommendation
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